CYBER CORE

Stabilize. Align. Comply.

This comprehensive cybersecurity program management service helps organizations adopt
a framework and manage cybersecurity strategy, governance, and reporting for less than
the cost of a full time employee.

COMMON PROBLEMS WITH CYBERSECURITY PROGRAMS

Lack of Strategy Limited Governance Poor Culture
Lack of Vision & Strategy, Tech Focused, Aligned to Cat & Mouse Game,
Lack of Execution, Lack of Individual Experience, Lack Department of No,

Cultural Acceptance of Collective Engagement Staff Turnover

ARE YOU MEETING EXPECTATIONS?
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Federal & State Enforcement Cybersecurity insurers are Both investors and customers
communities are progressing becoming a dominant driver have an increased interest
into the cybersecurity domain of security control adoption, and involvement in

looking for adoption of with increasing levels of cybersecurity framework and
regulatory expectations. assessments, control control adoption.
implementation, and tracking.

Nashville: 615.377.4600

Knoxville: 865.691.9000

Chattanooga: 423.756.6585 B info@LBMC.com @ LBMC.com
Louisville: 502.585.1600

Charlotte: 704.846.6750




CYBER CORE: COMPREHENSIVE PROGRAM COORDINATION

Multi-Year

Strategic Plan

Program Charter,
Oversight Committee,
Framework Alignment

Annual Tactical
Work Plans

Annual plans within the
multi-year strategy

Current &

Target State

Assess current state,
define target state,
integrate improvement
needs into register.

Audit and Validation

Ensure that organizational controls are functioning
effectively and validate compliance with regulatory,
insurer, and stakeholder expectations.

Business Protection Integration

Manage vulnerabilities, cyber defenses, and business
process protections. Validate workforce effectiveness
against threats.

Current State Assessment & Target
Establishment

Identify the current state of your program and risks.
Establish continuous assessment and response
programs.

Foundation, Governance, & Program
Management

Cybersecurity Program Charter, Oversight Committee,
Framework Alignment, Roles & Responsibilities, Multi-
Year Strategic Roadmap, Annual Tactical Work Plans,
Comprehensive Improvement Coordination.

CONTACT

VAN STEEL
Shareholder

615.690.1929

Purple
Teaming,
Internal &
External Pen
Testing

Web & Mobile
App Testing
Business
Impact

Social

Engineering Planning

‘ van.steel@lbmc.com

Workforce
Training &
Table-Top Incident

Review Continuous ' Response

Program Threat Support
Assessment & Assessment,

Privacy Gap Cloud

Evaluation Assessment

Program,
Business,
Vendor
Oversight

Framework
Alignment

Annual
Charter, Multi-Year
Governance, and Strategic s
Policy Roadmap Training

ADAM NUNN
Senior Manager

615.762.3197
adam.nunn@lbmc.com

FOR DETAILED SERVICE OFFERINGS, BUSINESS CASE
STUDIES, EXPERT CONTENT & WEBINARS

Analysis &
Continuity

Work Plans,
Communications,

Stakeholder

Reporting for
investorand
customer oversight.

Reporting for
regulatory
oversight.

Reporting for
insurer compliance
requirements.
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